
Standard Setup for NinjaFirewall

Step 1: install and activate NinjaFirewall

Step 2: go to NinjaFirewall – Event Notifications and copy the contact email

Step 3: go to https://magos-securitas.com/downloads/ and download the configuration file
Step 4: go to NinjaFirewall – Firewall Options
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Step 5: import the downloaded configuration

Step 6: submit the page (in some cases you may have to repeat step 6 and 7)

Step 7: go to NinjaFirewall – Event Notifications, now all events should be enabled
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Step 8: go to NinjaFirewall – Event Notifications and paste the contact email from step 2, save the form

Step 9: go to NinjaFirewall – Dashboard

Step 10: click on “Activate Full WAF mode”

Step 11: submit the page (scroll down to see the button, the default settings should be fine)
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Step 12: NinjaFirewall will create a .user.ini file next to the wp-config.php file

Step 13: after some time the status should be updated (reload the page)

Step 14: go to NinjaFirewall – Monitoring
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Step 15: create a snapshot

Step 16: set scan schedule to daily

Step 17: click the save button

Step 18: go to File Guard on the same page
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Step 19: enable File Guard and click the save button

Step 20: open a new incognito window and open your-domain/wp-content/index.php?f=%00, the request
should be blocked and there should be the following information from NinjaFirewall which includes the event
ID at the bottom

Step 21: go to NinjaFirewall – Logs, the blocked request should now appear there
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Step 22 (optional): go to NinjaFirewall – Login Protection and use the following settings
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